MeTtoauveckue PEKOMEHIAallMU O PasMCIICHUHN HA
HH(OPMALMOHHBIX CTeHIaX, 0OpunuaabHbIX pecypcax OO u
OPraHoB, OCyHICCTBJAIIIHUX YIIPABJICHUC B C(bepe OﬁpaSOBaHI/IH,
uH(poOpMaIUH 0 0€30MIACHOM MOBEACHUH U UCIOJIb30BAHNH CETH
HNuTepHer

Ha wundopmanmonnsix crermax B OO, pacronoXeHHbIX B ¢oiie ydpexJIeHHd U B
KaOMHeTaX, OCHAIIECHHBIX MNEPCOHAJIbHBIMM YCTPOWCTBAMM JJs BbIXoJa B ceTb IHTepHer,

PCKOMCHAYCTCA Pa3sMCCTUTHh I/IH(I)OpMaL[I/IOHHbIe MMaMATKH, COACPIKAIIHUC OCHOBHBLIC COBCTHI IO
obecrnieueHnI0 HHPOPMAITMOHHOM OE30MaCHOCTH YJaIuXCsl.

IMamsTKa 10 THPOPMALMOHHOK 0€30MACHOCTH AeTeil sl 00yYAIIUXCS
(mns pazMeneHust Ha UHQOPMAIIMOHHBIX CTEH/1aX )

HEJIb351
1. Bcem moapsim cooOmarh CBOK YacTHYH HHGPOpPMAIUIO (HACTOSIIUE WUMS,
damuuio, TenedoH, aapec, HOMep MIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMbHU H

Tpy3eit)

2. OTKpBIBaTh BIIOKEHHBIC (ailiabl SJCKTPOHHOM IOYTHI, KOTJa HE 3HAeIlb
OTHpaBI/ITeJIﬂ

3. I'pyOouth, mpuanparhCcs, OKa3blBaTh JABJICHHE — BECTH ceOs HEBEKIUBO U
arpecCUBHO

4. PacnopsikaTbCsi J€HbraMH CBOEH ceMbM 03 pa3pelleHHs CTapLIMX — BCeria
CIIpalmBai poauTenei

5. BerpeuaTbes ¢ MHTEpHET-3HAKOMBIMU B peaibHOW JKU3HHU — MOCOBETYHCS CO
B3pPOCJIBIM, KOTOPOMY JOBEpSIEIIb

OCTOPOXHO

1. He Bce numyt npaay. Yutaens o cebe HenpaBay B MHTepHeTe — cooluy 00
TOM CBOMM POAMTEINIAM WIH ONIEKYyHaM

2. [lpurnamaroT nepenuchBaThCsl, UrpaTb, OOMEHUBATbCS — MPOBEPh, HET JIU
I10/1IBOXa

3. HezakonHoe xonupoBanue (aitnoB B IHTepHETE — BOPOBCTBO

4. Bcerna pacckasbiBail B3pOCIIbIM O Mpo0ieMax B CETH — OHU BCETIa TOMOTYT

5. Ucnonw3yit HacTpoiiku 0€30MacHOCTH M IMPHUBATHOCTH, YTOOBI HE MOTEPATh
CBOM aKKayHbI B COLICETAX U APYTUX MOpTallax

HY>XHO

1. VBaxaTh Ipyrux moib3oBaTeneit

2. JlenaTh CCBIJIKM Ha MHTEPHET- HCTOYHUKH, KOTOPBIMH ITOJIE3YEIIBCS

3. OTKpBIBaTh TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH

4. ObOpamatbcs 3a TOMOIIBIO K B3pOCIHBIM — DPOAMUTENH, OMNEKYHbl U
aJMMHHCTpAIHS CAUTOB BCEra IOMOTYT

MOJXXHO
1. Tpoiitu obydenue Ha caiite «CeTeBHUOK» U MOJIYYUTh MACHOPT HU(POBOTO
rpakJaHuHa!



IMamsaTka 1is odydyaromuxcst
(1 pa3smenieHus Ha OQUITMATIEHBIX HHTEPHET-PECYPCax)

C KaXXIbIM I'oao0M MOJIOACKU B MHTCPHETC CTAHOBHUTCA 6OJ'IBH_I€, a MKOJbHUKHW OJHU U3
caMbIX aKTHBHBIX IOJb30BaTeneld Pynera. Mexmy TeM, HOMHMO OTPOMHOTO KOJHYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HaxXxoaUThCA B CCTHU.

Komnwvromepnuie supycoi

KoMmmploTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTb  KOMIIBIOTEPHBIX  IIPOTPAMM,
OTJIMYUTENbHON OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOXeHH0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH WM TOJHOCTBIO YHUYTOXUTH BCE (ailiibl U
JTaHHbIE, MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOpPOro Oblia 3allyllleHa 3apaKeHHas
porpaMma, a TakKe MOBPEAUTh WM JaXe YHUUYTOXHUTh ONEPALMOHHYIO CHUCTEMY CO BCEMHU
daiinamu B esioM. B G0bIIMHCTBE CilydaeB pacpOCTPaHIIOTCA BUPYCHl 4YePe3 HHTEPHET.

MeToabl 3alIIUThHI OT BPEAOHOCHBIX MPOrpamMm:

1. Ucnonb3yii coBpeMEHHbIE ONEpPallMOHHbIE CUCTEMbI, UMEIOIINE CEPhe3HbINl YPOBEHb
3allUThl OT BPEJOHOCHBIX MPOTpamMm

2. TIocTOSSHHO OOHOBJISIM ONEPALMOHHYIO CUCTEMY Ha CBOeM KommbroTepe. CkauuBaii
OOHOBJICHHSI TOJBKO C O(QUIIMATBFHOTO CcaiTa MPOM3BOIUTENS MPOrPaAMMHOTO
obecrnieuenus. Ecnu cymiecTByeT pekuM aBTOMATHYECKOTO OOHOBIJIEHUS, BKIIIOUU
ero

3. PaOorail Ha cBOeM KOMIIbIOTEpE O] IPaBaMU MOJIb30BATENs, a HE aAMUHUCTPATOPA.
OTO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTrpaMM HHCTAJUIMPOBATHCS Ha
tBOEM [IK.

4. Vcnonb3yit aHTUBUPYCHBIE POTPaMMHbIE TPOYKThI U3BECTHBIX MPOU3BOJUTEINEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3

Orpanndb QU3NYECKUI TOCTYN K KOMIBIOTEPY 7151 HOCTOPOHHUX JIMII

6. He oTkpeiBaii KOMIbIOTEpHBIE (hailsIbl, MOJYyYEHHbIE U3 HEHAJIeKHBIX HCTOUHUKOB.
Jaxe ecnu aiin npucian TBOM 3HaKOMBIH, TO3BOHU €MY U YTOUHH, JEHCTBUTEIBHO
JIM OH OTIIPaBJIsLT TeOE MOYUTY.

o1

Cemu Wi-Fi
CoBeTbl 110 Ge30macHoii padoTe B 001IeOCTYNHBIX ceTsiX Wi-Fi:

1. He mepenaBaii cBoro JIn4Hyro uHpopmManuio yepe3 oduenoctynubie Wi-Fi ceru.
Paboras B HuX, ’KenaTeabHO HE BBOAUTH MApOJIH JOCTYIIA, IOTHHBI.

2. Vicrionb3yit 1 OOHOBIISIH aHTUBUPYCHBIC TIPOTPaMMBI B OpaHaMayep. Tem cambIM ThI
oOe3omacuiib ceds 0T 3aKaYKH BHpPYCa Ha TBOE YCTPOHCTBO

3. Ilpu wucnonw3oBannu Wi-Fi otkmoun ¢ynknuioo «OOmmii goctyn k ¢aiiam u
npuHTepam». JlaHHas (QYHKIUS 3aKpbiTa 10 YMOJYAaHUIO, OJHAKO HEKOTOpbIE
M0JIb30BATENHN aKTUBUPYIOT €€ ISl y100CTBa UCIIOIb30BaHUs B paboTe win yuede

4. He ucnonp3yit myonuunelii Wi-Fi 1i1s nepenaun JTUYHBIX JQHHBIX, HAIpUMEp IS
BBIXO/Ia B COIIMAJIbHBIE CETH WM B AJIEKTPOHHYIO NIOUTY

5. HUcnonw3yit Tonpko 3ammuiieHHoe coenunenue yepes HTTPS, a ue HTTP, T.e. mpu
Habope BeO-ampeca BBoaM UMEHHO «https://»

6. B moOwibHOM Tenedone orkmounm  ¢QyHkupoo «[loakmouenne k- Wi-Fi
aBToMaTuyecku». He gomyckail aBTOMAaTHYECKOrO MOAKIIOYEHHS YCTPOMCTBA K
ceraM Wi-Fi 0e3 TBoero coryacus.



Couuaﬂbnble cemu

CoumanbHble CETH aKTMBHO BXOJAT B HAllly JKU3Hb, MHOTHE JIOAU pabOTAIOT M KUBYT
TaM HOCTOSTHHO, a B Facebook yxke 3apeructprpoBaH MUILIHAP]] YEIOBEK, YTO SBISETCS OJHOM
cellbMOM BceX JKMTesIeH IIaHeTbl. MHOrue Mojb30BaTeld HE MOHMMAIOT, 4TO HMHGpOpMalus,
pa3MeIleHHas UMU B COLIMAJIbHBIX CETSAX, MOXKET ObITh HaliJleHa U MCIIOJIb30BaHA KEM YIOJHO, B
TOM YHCJIC HE 0043aTeNIbHO C OJIaTUMH HaMEPEHUSIMU.

OcHOBHbBIE COBETHI 10 0€30I1ACHOCTH B COIIMAJBbHBIX CETHX:

1.

2.

Orpannub CHUCOK jApy3ed. Y TeOs B APY3bsSX HE JODKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH1

3amuiiail cBOIO 4acTHYIO ku3Hb. He ykasbiBaii mapousu, TenedoHsl, aapeca, AaTy
TBOETO POXICHHUS W JAPYIYIO JIMYHYIO HHGPOpPMAanuio. 3JIOYMBIIUICHHUKA MOTYT
UCIIONIb30BaTh Jake MH(POPMAIMI0 O TOM, KaK Thl U TBOM POJUTENHU IUIAHUPYETE
MIPOBECTH KAHUKYJIBI

3amuinaii CBOK0 penyTanuio — JepKu e€ B YMCTOTe M 3aJaBail cede BOMpOC: XOTel
Obl TbI, 4TOOBI IpYrue MOJb30BATENIM BUAEIH, YTO Thl 3arpyxkaeunib? Ilomymai,
MPEKJIE YEM YTO-TO OMYyOJIMKOBATh, HAMMKCATDH U 3aTPy3UTh.

Ecnu Tl roBOpuIIb C JIObMHU, KOTOPBIX HE 3HACIlb, HE MCIOIb3YyH CBOE PEAIbHOE
UMS ¥ IPYTYIO TUYHYIO HH(OPMALIHMIO: MECTO KUTEIIbCTBA, MECTO yueObl U Mpouee
W36eraii pasmemenus pororpaduii B UnTepHEeTe, I/1€ TH M300paXKeH Ha MECTHOCTH,
10 KOTOPOIl MOKHO OIIPEAEIUTh TBOE MECTOIOJIOKEHUE

[Ipu peructpanuum B coOLMAIbHONW CETH HEOOXOAMMO HCIIOJIb30BAaTh CIIOKHbIE
MapoJx, COCTOSIIME U3 OyKB U IUGP U C KOJINYECTBO 3HAKOB HE MeHee §

st conmanbHOM CeTH, MOYTHI M APYTUX CAaWTOB HEOOXOIMMO MCIOJIb30BaTh Pa3HbIC
naponu. Toraa, eciy 37I0yMBINUIEHHUKH B3JIOMAIOT TBOW aKKayHT, TO OHU MOJIydar
JIOCTYT TOJIBKO K OJJHOMY MECTY, a HE BO BCE Bpasy.

Dnexmponnsle Oenveu

OcHoBHbIE cOBeTHI 10 0e30NacHOoii padoTe ¢ 3JIeKTPOHHBIMH JeHbIAMM:

1. IlpuBspku K c4yeTy MOOWIIBHBIA TenedoH. DTO camblil ylHOOHBIM M OBICTpBIN

crocod BOCCTaHOBUTH JOCTyNn K cueTy. [IpuBsi3aHHBIM TenepoH NOMOXKET, eciu
3a0yenb CBOU TUIATEeKHBIN Mapoib WU 3aiIelb Ha CAlT C HE3HAKOMOTO YCTPOMCTBA

2. Wcnonw3yit omHopaszoBeie apoid. [lociie mepexoaa Ha YCUIICHHYIO aBTOPHU3AIUIO

Tebe YiKC HE 6y,£[eT YIpoOKaThb OMMACHOCTL KpaXK! UJIN IIEPEXBATA IJIATCIKHOTO IMMAPOJIA

3. BeiOepu ciioxHbI aposb. HanekHble maponn cojepkarT He MEeHee 8 3HaKOB U

BKJIFOUAIOT CTPOYHBIC U MPOMHUCHBIE OYKBBI, IU(PPBI U HECKOJIBKO CHMBOJIOB, TAKHE KaK
3HaK JIoJuiapa, pyHTa, BOCKIUIATENbHBIH 3HaK U T.11. Hampbwmep, $tRONg!;;

4. He BBOAM CBOM JTUYHBIC JJAHHBIE HA CAWTaX, KOTOPHIM HE JIOBEPSCIIIb.

3Jl€Kmp0HHa}l nouma

OcHoBHBIE cOBeThI 10 0e30nmacHoil padoTe ¢ JJICKTPOHHOM MOYTOM

1. Hago BeIOpaTh HpaBHIIBHBIN MOYTOBBIA cepBHUC. B MHTEpHETE €cThb OTrpOMHBIM

BBIOOp OECIIATHBIX IMOYTOBBIX CEPBUCOB, OJJHAKO, JYYIIE JOBEPATh TEM, KOTO 3HACIIb U
KTO IIEPBBII B pEUTHHIE

2. I/ICHOHB3yﬁ ABYXO3TAIIHYIO aBTOPU3AIUIO. 910 Koraa IMOMHMO IIapOJid HYXKHO

BBOJIUTH KOJI TPUChLIaeMbIil o SMS

3.

Bri6epu cioxHbI maposib. s KaXkaoro moYTOBOTO SIIUKA JOJKEH OBITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY [1apOJIb.



[Ipu perucTpauuu NOYTOBOTO SIIHMKA, Jy4YlIE€ CaMOMY HAIUCATh «CEKPETHBIM
BOIIPOC», KOTOPBIM 3aJaCT BaM CHUCTEMa B Ciiydyae BOCCTAHOBJICHHMS MapoJtia. Takum
00pa3oM 3JI0yMBITIIEHHUKAM OYJEeT CI0XKHEE TOTYyYUTh IOCTYIT K TBOCH ModTe.
Ncnonb3yil HECKOJBKO MOYTOBBIX SIIUMKOB. [lepBbIil 111 4acTHOW MEPENHUCKU C
ajpecatamMH, KOTOPBIM Tbl JOBEpsielllb. JTO SJIEKTPOHHBIM ajapec HE HaJo
HCITOJIB30BAaTh MIPH PETUCTPAIIMHU Ha opyMax U CalTax.

He otkpbiBaii ¢aiinel u Apyrue BIOKEHHsS B MUChMaX JaXe €CIM OHU MPHUIUIA OT
TBOUX JApy3ei. JIydre yrouHu y HUX, OTIPABJISIIN JIM OHU TeOe ATH (aiiiibl.

[Tocne oxoHuaHUs PabOTHl HA TIOYTOBOM CEPBHUCE TMEpei 3aKPBITUEM BKIAJKH C
caiToM He 3a0ynb HaxaTh Ha «BBIATHY», YTOOBI HUKTO TIOCIIe TEOSI HE CMOT IOIAacTh
B TBOM SIIUK.

Kubepoynnune unu eupmyanvnoe uzoeeamebcmeo

KubepOymauHr — mpecieoBaHUE COOOIICHUSAMHU, COAEpPKAIIUMU OCKOPOJIeHUS,

arpeccuio, 3alyrMBaHUE; XYJUTAHCTBO; COLMAIbHOE OONWKOTUPOBAHUE C ITOMOLIBIO
Pa3IUYHBIX UHTEPHET-CEPBUCOB.

N
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OcHoBHbBIE coBeThI 10 0opble ¢ KndepOyJIMHIOM:

He Opocaiics B 60i. Jlyummii croco6: mocoBeToBaThCsl Kak ce0si BECTH U, €CIU HET
TOT0, K KOMy MOXHO OOpaTUThCS, TO BHayajle YCIOKOMThCS. Ecin Thl HauHelIb
OTBEUYaTh OCKOPOJICHUSMHU Ha OCKOPOJEHHS, TO TOJBKO elle OOJNbIIE Pa30KKelllb
KOH(JIUKT.

VYrpasinsii cBoeil KubeppenyTammei.

AHOHUMHOCTh B ceTu MHHMas. CyIlIeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM.

He cTout Bectu xynuranckuii o0pa3 BUpPTyalbHOM KU3HU. VIHTepHET PUKCUpYyeET Bce
TBOM JICMCTBUS M COXPAHAET UX. Y AAJIUTh UX OyAeT KpalHe 3aTpyJHUTEIbHO.
Co0umroait cBOM BUPTYaJbHYIO YECTh CMOJIOAY.

WUrnopupyit enuHuuHblii HeratuB. OJHOpa3oBble OCKOPOUTEIbHBIE COOOLICHUS
Jy4ilie UTHOpUpoBaTh. OOBIUHO arpeccus MPEeKpalaeTcsi Ha Ha4aJbHOU CTaAHH.
Ecnu TbI cTan ceunerenem kubdep-0ymiauHra. TBou 1eHCTBUS: COOOIUTH B3POCIBIM O
(dakTe arpecCHBHOIO IOBEJEHUS B CETH; MOAJEPKaTh >KEPTBY, KOTOPOH HYy)KHa
IICUXOJIOTMYECKast TOMOLb,

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMU, B
COLMAIBHBIX CEeTSX €CTh BO3MOYKHOCTh OJIOKUPOBKM OTIPABKH COOOLIEHUN ¢
OTIpeIeNIEHHBIX a/IpECOB.

Moounvnutit menegon

COBpCMCHHBIe CMapT(l)OHBI U IUIAHOICTBI COACPIKAT B cebe BIIOJIHE B3pOCHLII>'I

(GyHKIIMOHAT, U TEMepb OHM MOTYT KOHKYpHUPOBaTh CO CTAI[MOHAPHBIMH KOMITBIOTEPAMHU.
OnHako, CpeJCTB 3alIUThI AJsl MOJOOHBIX YCTPOMCTB MOKA OYE€Hb Mallo. TecTupoBaHHE U MTOUCK
YSI3BUMOCTEN B HHUX MPOMCXOJMUT HE TaK MHTEHCUBHO, Kak 1 1K, To ke camoe kacaercs u
MOOUITBHBIX MPUIIOKEHHH.

COBpeMeHHBIe MOOUILHBIE 6pay3ep51 YK€ INPaKTHYCCKU AOTHAJIMW HACTOJIBHBIC aHAJIOTH,

OIHAaKO pacHIupCHUC (I)YHKI_II/IOHaJ'Ia BIIEUET 3a CO0OI 60J'IBI_HYIO CJIO)KHOCTb W MCHBIUIYIO
3alIUIICHHOCTbD.

1. Hudero He sIBISIETCS MO-HACTOSIIEMY OECIUTaTHBIM. bylb OCTOpPOXKEH, BeIh KOra

Tebe mpeiaratoT OecIylaTHBIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-TO IJIaTHbBIE
YCIIYTH.

2. Iymaii, mpexae 4yem otnpaBuTh SMS, ¢oTto niu Buaeo. Thl TOYHO 3HAEIIb, T/IE

OHHU OyZIyT B KOHEUHOM HTOTE?



3. Heo0xoaumo OOHOBIIATH OMEPAIMOHHYIO CHCTeMY TBOero cMaptdoHna. CyIiecTByoT
BEPCUU aHTHBHPYCHBIX MPOrpaMM JjIsi MOOMIIBHBIX TeiedoHoB. Mcnonb3yi ux s
COXpaHeHHs 0e30MacHOCTH TesedoHa.

4. He 3arpyxaii NpUI0KEHUSI OT HEM3BECTHOTO UCTOYHHKA, BEb OHH MOTYT COJICPKATh
BPEIOHOCHOE MPOTrpaMMHOe 00ecrieueHuUE.

5. Tlociie TOro Kak ThI BBIMIEIIb C CaiiTa, TJIe BBOAMII JIMYHYIO WH(OPMAIIHIO, 3alH B
HacTpoliku Opay3epa u ymanu Cookies.

6. JlaBaii cBoii HOMEp MOOWJIBHOTO TejedoHa TOIBKO JHOASM, KOTOPBIX THI 3HACIIb U
KOMY JTOBEpsICITh

7. Bluetooth nomkeH OBITH BBIKJIIOYEH, KOT/Aa Thl UM HE Mojb3yemibes. He 3a0biBait
WHOT/Ia IPOBEPATH ITO.

Online uzpwt

CoBpeMEHHBIC OHJIAWH-WTPBI — OTO KPACOYHBbIC, 3aXBaTHIBAIOIIAE pPAa3BJICYCHUS,
OOBEAMHSIFOIINE COTHH THICSY YEIIOBEK M0 BCceMy MHPY. VITpOKM MCCIEIYIOT JaHHBIA UM MHP,
OOIIAKTCsS IPYT C APYTrOM, BBIMOJIHSIOT 33JaHHsI, CPAKAIOTCS ¢ MOHCTPAMH U MOJIYYalOT OIIBIT.
3a yIOBOJBCTBHE OHM ILIATAT: MOKYMAIOT AWCK, OIUIAYMBAIOT aOOHEMEHT WM MPUOOpeTaroT
Kakue-TO oniuu. Bee 3Tu cpesicTBa UAYT Ha MOJICPKAHUE U PA3BUTHE UTPhI, a TAKXKE HA camy
0C30MacCHOCTh:  COBEPIICHCTBYIOTCS ~ CHCTEMbl  aBTOPH3allMH,  BBITYCKAIOTCS  HOBBIC
naT4u (Yugposwvie 3aniamru 0l NPOSPAMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX Wrpax CTOUT OMacaThCs HE CTOJIBKO CBOMX COINEPHHKOB, CKOJIBKO KPaKu
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPH3AIMU OOJIBIITMHCTBA HUTP.

BoT ocHOBHBIE COBETHI IO 0€30IACHOCTH TBOEI0 aKKayHTa:

1. Ecniu papyroii wurpok BemeT ce0s TUIOXO WIM Co3JaeT Tebe HEmpHUSATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB.

[loxxanmyiics agMUHUCTpaTOpaM UIPHl Ha IUIOXO€ IIOBEJEHUE JTOIO0 HIPOKa,
JKEJIaTeNbHO MIPUIIOKUTH KaKHE-TO I0Ka3aTeIbCTBA B BUJI€ CKPUHOB.

He yka3piBail nuunyto nHdopmainio B npodaiisne urpsl.

YBakail Ipyrux y4aCTHUKOB I10 UTPE.

He ycranaBnuBaii HeounaabHbIE TATYU U MOJIBL.

Hcrons3yi CII0KHBIE U pa3HbIE TAPOIIN.

Jaxe BO BpeMms WUIPbl HE CTOMT OTKJIKOYaTh aHTUBHpYC. [Ioka Tl urpaenis, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

QDuuunz unu Kpasdica iudHblX OAHHBIX

OObIuHOW Kpaxkel JeHer W JIOKYMEHTOB CErofHs yXe HHMKOro He yauBHufilb, HO C
pa3sBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKHN TICPEMECTUIINCE B  HWHTCPHET, n
IPOIOJDKAIOT 3aHUMATBCS <CIOOMMBIM» JeloM. Tak MOosIBHJIach HOBas yrpo3a: HHTEpHET-
MOIICHHHUYECTBA HIIN (1)I/IHII/IH1", TJIaBHas1 oeiab KOTOpOro COCTOHUT B IOJTY4YCHHUN
KOH(HICHIIMATIBHBIX JAHHBIX IMOJIb30BaTeNeil — JOrMHOB M naposieil. Ha anrnmiickom s3bike
phishing untaercsa kak ¢pummnr (ot fishing — pei6Has noBis, password — mapob).

OcHoBHbIE cOBeThI 10 00pbOe ¢ GPUIIHHTOM

1. Ceau 3a cBOMM akKayHTOM. Eciu Thl mojo3peBaelib, 4YTO TBOsSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3abJIOKMPOBAaTh €€ U COOOHIMTH aJAMHHHUCTPATOpaM
pecypca 00 3TOM Kak MOYKHO CKOpee.

2. Ucnonw3yit Oe3omacHble BeO-CaliThl, B TOM 4HCJIC, HWHTEPHET-MarasuHOB U
MIOUCKOBBIX CUCTEM.



3. Mcnonp3yil cinoxHbIe U pa3Hble napoiu. Takum oOpazom, ecnu TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOJIyYaT JOCTYH TOJIBKO K OJTHOMY TBOEMY MPO(MUITIO B CETH, a HE
KO BCEM.

4. Ecniu T1ebs B3mOoManu, TO HEOOXOIHMMO MPEAyNpEeaAuTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBIeHBI y TeOsl B APY3bsiX, O TOM, UTO TeOs B3JIOMAJIU U, BO3MOXKHO, OT
TBOET0 UMEHH OyJIeT pacChlIaThCs CIIaM U CChUIKU Ha (PUIIUHIOBBIC CAMTHI.

5. YcTraHoBU HaAeKHBIH apois (PIN) Ha MOOUITBHBIH TenedoH.

6. OTKII0YM coXpaHEHHe Mapos B Opaysepe.

7. He mepexoau mo cChUIKAM B COOOIICHHUSX AJIEKTPOHHOW MOYTHI M COOOLICHUAX U3
COLIMAJILHOMN CETH.

8. He pasmemaili nuuHyro uHpopManuioo B HHTEpHeTe. Jlake MalleHbKHE KYCOYKHU
JIMYHBIX JAHHBIX MOTYT OBITh MCIIOJIb30BAHbI B PECTYIHBIX LESX.

Hugposaa penymavusn

[udposas permyramus - 3TO HEraTUBHAsI WM MO3UTHUBHAS WHOpMaNus B CeTH O Tebe.
Kommpomerupyromas uH(opManus pa3MEIIeHHAs B WHTEPHETE MOXET CEpPbEe3HBIM 00pazoM
OTpPa3UThCS Ha TBOECH peabHOM KU3HU.

MHorue MmoJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONHMKAauy JTUYHON HH(pOpMaIuu B
HNHuTrepHeTe, HE TOHMMAs BO3MOXKHBIX MOCHEACTBUN. Thl 1ake HE CMOXEUIb JOrajaThCsi O TOM,
yto dororpadus, pa3mMelieHHas 5 JeT Ha3all, cTaja MPUINHON O0TKa3a MPUHSATH TeOs Ha padoTy.

Kommenrtapuun, pasmemenue TBoux ¢ororpaduii u apyrue JeHCTBHS MOTYT He
UCYE3HYTh JaXKe I0CJIE€ TOro, KaKk Thl MX yJalIullb. Tl HE 3HAelIb, KTO COXPAaHUJ 3Ty
UH(POPMALIMIO, [IONANA U OHA B IIOMCKOBBIE CUCTEMBI M COXPAaHWJIACh JIM OHA, a IJIaBHOE: 4YTO
HOIYMAIOT 0 TeOe OKpyXkarolllee JII0AU, KOTopble HailnyT u yBuaaT 310. Haiitu undopmaruio
MHOTO JIET CIIYCTSI CMOXET JII000M — Kak M3 JoOpbIX MOOYXKIEHWH, TaKk M C HaMepeHUueM
NPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOJIHO.

OcHoBHBIE COBETHI 0 3a1MTe HM(PPOBOH penmyTanuu:

1. Tlogymaii, mpexae 4eM 4TOo-TO IMyOJMKOBaTh U NepeaaBaTh y ceds B Osore wiu B
COLIMAIILHOW CETH.

2. B HaCTpOﬁKaX HpO(I)I/IJ'I}I YCTAaHOBU OTI'paHUYCHUA HA HNPOCMOTP TBOCTO HpO(I)I/IJ'I}I u
€ro COACPIKUMOTO, clenai ero TOJIbKO «JIJIs ,Z[py3€l>i)).

3. He pa3memaii u He ykasbiBail HH(OPMAIIHIO, KOTOPas MOXKET KOT0-THO0 OCKOPOISTH
WY OOMXKAaTh.

Aemopckoe npago

CoBpeMeHHbBIE NIKOJIBPHUKH — AaKTUBHBIC TIOJB30BATEId MHU(PPOBOrO MPOCTPAHCTBA..
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BAHWE MHOTUMHU BO3MOXXHOCTSIMU IIU(POBOTO MHpa
TpedyeT coOI0IeHNsI PaB Ha MHTEIJIEKTYaAIbHYI0 COOCTBEHHOCTb.

TepmuH «HMHTEIEKTyaldbHass COOCTBEHHOCTbY» OTHOCHTCA K Pa3IUYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TMPOJIYKTHl M YCIAyrd, W 3aKaHyuBas KHUramu, Qororpagusmu, KUHOQWIBMAMH U
MY3bIKAJIbHBIMU ITPOU3BEICHUSMM.

ABTOpCKHE TIpaBa — 3TO IpaBa Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HaYyKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNAIOT B KAYECTBE I'ApaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBINA/TBOPUECKUN TPy aBTOpa He OyleT HampacHbBIM, JTaCT €My CIpaBeIUBBIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3ysbTaTaXx CBOEro TPyJa, MONYyYUTh M3BECTHOCTh M IPU3HAHUE.
Huxkro 6e3 paspeleHus aBTopa HE MOKET BOCIPOU3BOAUTE €0 MPOU3BEACHUE, PACTIPOCTPAHSTD,



nyOMMYHO JIEMOHCTPHPOBAaTh, IPOAAaBaTh, HMIIOPTHPOBATh, ITyCKaTb B MPOKaT, ITyOJIMYHO
UCTIONTHATD, IOKAa3bIBAaTh/UCTIONHATH B 3hupe win pasmemats B MiHTepHeTe.

Hcnonp30BaHue «IIMPaTCKOTO» MPOrpaMMHOTIO O0ECHCUCHHs MOXKET MPUBECTH K MHOTUM
pucKaM: OT NOTepH AAHHBIX K TBOMM aKKayHTaM [0 OJOKHMPOBKM TBOErO YCTpOMcTBa, TIIe
YCTAaHOBJICHHBI HE JeraibHas mnporpamMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajgbHble U OeCIUIaTHBIE TPOTPAMMBbI, KOTOPbIE MOXHO HATH B CETH.

O nopmane

CereBnuok.pp — TBOW TJIABHBIH COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HaTh O
0€30IIaCHOCTH B CETU MOHSTHBIM M JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU KPUTHUYECKOU
CUTyallil OOpaTUTbCA 3a COBETOM. A TakKe MPHUHATH Y4YacTHE B KOHKYpPCAax U CTaTh CaMbIM
U(GPOBBIM TPAKIAHUHOM!



IMamsaTKA 17151 poauTeJieil M0 MH(POPMAITMOHHOI 0€30ACHOCTH JeTel

Omnpenenenve TepMuHa «MHGOPMAIIMOHHAS OE€30MaCHOCTD AETEN» CONEPKUTCA B 3aKOHE
Ne 436 — @3, «O 3amute nereil or wWHGMOPMAIMU, MPUYHHSIONMICH Bpe HUX 3I0POBBI0 U
pa3Butuio». COIAacHO JaHHOMY 3aKOHY «uH(pOpMannoHHas O0e30macHOCTh JAeTel» - 3TO
COCTOSIHUE 3alMILEHHOCTH, IPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIM C IMPUYMHEHUEM
uHpopMalvel Bpela HX 3I0pOBbI0 U (WiM) (PU3MUECKOMY, ICUXHUYECKOMY, JIYXOBHOMY,
HPABCTBEHHOMY Pa3BUTHIO.
Cornactao 3akony Ne 436—®3 urdopManueit, MpUUUHSAIONICH BpPeI 3A0POBBIO U (MIIH) PA3BUTHIO
JeTel, IBISICTCS:
-uH(OpMaIKsl, 3apelieHHas Uil paclpoCTpaHeHHsI CPpeIU JETei;
-uH(pOpMaIHsl, PACIPOCTPAHEHHE KOTOPOH OrpaHMYeHO CpeAu JeTed  OIpeleeHHBIX
BO3PAaCTHBIX KaTeropuil.
K nndopmanmm 3anpereHHon A pacpoCTPaHEeHUs CPein IeTEH, OTHOCUTCSI:

e unHdopmais, nodyxaamas JeTei K COBEPIICHUIO IeHCTBUH, MPECTABISIOMINX
yrpo3y HX JKM3HM W (WIHM) 3I0pPOBbIO, B T.4. MPHUUYMHEHUIO Bpeda CBOEMY
3/10pOBbIO, CAMOYOHIICTBY;

® CIOCOOHOCTH BBI3BATh Y JIETEHl kKellaHWe YHNoTpeOUTh HApPKOTUYECKHE CPENCTBa,
NCUXOTPONHbIE W (WJM) OJYpPMaHHBAIOIIME BeIIecTBa, TabayHble W3/ENNUs,
QJIKOTOJIBHYI0 M CIIUPTOCOJAEPXKALLYI0 MPOAYKLHIO, IHBO M  HAIWUTKH,
U3rOTAaBIIMBa€MbIE HA €ro OCHOBE; MPUHATH Yy4YaCTHE B a3apTHBIX Hrpax,
3aHMMATbhCA IPOCTUTYLHEHN, OPOISKHUUYECTBOM HJIM IONPOIIAiHUYECTBOM;

e O00OCHOBBIBAWOIAs WM OIpPaBAbIBAONIAS JOMYCTUMOCTh HACHUIUS M (UJIH)
YKECTOKOCTHU 100 MoOYyKIaromasi OCyIIeCTBIATh HACUIBCTBEHHBIC NEHCTBUS IO
OTHOIIICHHUIO K JIFOASM U )KUBOTHBIM;

e OTpHIAIONIAs CEMEHHbIE IIEHHOCTU U (POPMUPYIONIAs HEYBRKEHUE K POAUTENSAM U
(MnM) APYTUM YiIeHaM CEMbH;

e  OmpaBbIBaroIasi IPOTUBOIIPABHOE MOBE/IECHNUE;

e cojepKallias HeleH3ypHYIO0 OpaHb;

e cojepxarias HHGOPMaIUIO TOPHOTpapHUUECKOro XapaKTepa.

K nndopmanuu, pacrnpocrpaHeHre KOTOPO OTpaHUYEHO CPeAU JETeN OnpeIeIeHHOI0 BO3pacTa,
OTHOCHTCSL:

e uH(OpMals, NpeacTaBisieMas B BUAe U300pakeHUs UM OMMCAaHUs )KECTOKOCTH,
¢uzndeckoro u (WIM) TICUXWYECKOTO HACWIHS, TMPECTYIUICHUs WU HHOTO
AQHTHOOIIECTBEHHOTO JAEHCTBUS;

e BbBI3BIBAIOLIAS Y JIETEH CTpax, yXac WM MaHUKY, B T.4. IPEACTaBiseMas B BHUJE
M300pa)KeHUsI WJIM OMMCAaHUs B YHIJKAIOLIEH 4eIoBeuecKoe JOCTOUHCTBO (opMme
HEHACUJILCTBEHHON CMepTH, 3a00JeBaHUs, CaMOyOUNHCTBA, HECYACTHOTO CIydyas,
aBapHM UM KaTacTpo(bl U (UIIN) UX TOCIEICTBUM;

e [@peicTaBisieMas B BUAE H300paKEHHsS WM OIMUCAHUSA TOJOBBIX OTHOIICHUH
MEXKY MY KYMHOM U KEHIIUHOW;

e cozepxaiias OpaHHbIE CJIOBAa M BBIPAXKEHMS, HE OTHOCSILIMECS K HELUEH3YpHOH
OpaHu.

C yueroMm storo Bam mpenanaratorcst mpaBuiia paboThl B ceTH MHTEpHET Ul pa3iuyHbIX
BO3PACTHBIX KaTeropuil, COOII0JEHHE KOTOPBIX MO3BOJUT 00eCneYuTh HHPOPMAIOHHYIO
0€30I1aCHOCTh BaIIHX JIETEH.

O0mume npaBuJIa ISl poauTese
e HesaBucumo oT Bo3pacTta peOEHKAa UCHONB3YHTE MpOrpaMMHOE oOOecredeHue,
noMoraromiee (QUIBTPOBaTh M KOHTPOJIUPOBATh HH(POPMALMIO, HO HE IMoJjaraiTech
MOJIHOCTHIO Ha Hero. Bare BHMMaHue K peOEHKY - TIaBHBIA METO/ 3aIUTHI.



e Ecnu Bam pebeHOK MMeeT akkayHT Ha OJHOM M3 coluanbHbIX cepBuco (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.I.), BHUMATEIbHO H3YYUTE, KaKyr HHGOPMAIUIO
MOMEIIAIOT €r0 YYaCTHUKH B CBOMX Mpoduisix u Oorax, Bkimroyas pororpaduu 1 BUICO.

e [IpoBepbTe, ¢ KAKUMHU IPYTMMU caliTaMM CBSI3aH COLMANIbHBIN cepBHC Bamiero pedenka.
Crpannuku Bamero pe6eHka MOryT ObITh O€30IIaCHBIMM, HO MOTYT U COJIEPKaTh CCHIIKU
Ha HE)KeNaTeJIbHble M ONACHBIE CAMThI (HAIpUMEp, MOPHOCAUT, WM CalT, HA KOTOPOM
Jpyr YHOMHHAeT HOMep coToBoro TenedoHa Bamiero pebenka win Bam pomamHuii
azapec).

e [loompsiite Bamux nerelt cooOmare 060 BCeM CTPAaHHOM MJIM OTTAJIKHBAIOIUM U HE
CJIMLIKOM OCTPO pearupyire, KOrjaa OHU 3TO JENAl0T (U3-3a OMAaceHUs MOTePATh NOCTYII K
WHTepHeTy et HE TOBOPAT POOUTENSM O TmpolieMax, a TakkKe MOTyT Hayarb
UCIIOJIb30BaTh MIHTEpPHET BHE JOMa U LIKOJIbI).

e bynere B Kypce cereBoil xu3Hu Bamero pebenka. MHTepecyiitech, KTO UX JIpy3bsi B
WHTepHeTe TaK ke, KaK HHTePeCyeTeCh PeaIbHBIMH JPY3bsMHU.

Bo3zpacr ot 7 10 8 aer

B WutepHere peOeHOK crapaeTcst MOCETUTh T€ WM HHBIE CaiThl, a BO3MOXXHO U 4arThl,
pa3pelIeHUe Ha MOCEIIEHUE KOTOPhIX OH HE MOJIydmil Obl OT poxauteneil. [loaromy poaurensm
0COOEHHO TOJIE3Hbl OyAyT TE€ OT4YeThl, KOTOpbIE MPEJOCTaBIAIOTCA HpOorpaMMaMu 110
OIrpaHUYCHHUIO HCIIOJIb30BAHUA I/IHTepHCTa, T. €. POI{I/ITGHBCKI/IP'I KOHTpPOJIb WJIM TO, 4YTO BBI
CMOXeTe YBUJIETh BO BpeMEHHBIX (ailnax. B pesynbraTe, y pedeHka He OyAeT OUyIIeHus, 4yTo 3a
HUM BCEIACTCs MMOCTOSTHHBIHN KOHTPOJIb, OAHAKO, POAWUTCIIN 6YIIYT MO-MPEKHEMY 3HATb, KaKHUC
caifTel mocemnaer ux pedeHok. /et B JaHHOM Bo3pacTe 00JIaJjaloT CUJIbHBIM YYBCTBOM CEMbH,
OHM OOBCPYHMBBLI U HC COMHCBAIOTCA B ABTOPHUTCTAX. Onu 10T HUrpatb B CCTCBLIC UIPBLI U
IyTelecTBoBaTh N0 VIHTEpHETY, NCHOb3Yys IEKTPOHHYIO MOUTY, 3aXOAUTh Ha CAaWThl U YaThl,
HC PCKOMCHAOBAHHLBIC POAUTCIIAMU.

CoBeTtnl 0 0e3onacHocTu B cetu UnuTepHeT s aereii 7-8 jer

e (Co3pmaiiTe CHMCOK JOMAIIHUX IpaBWI IoceleHus MHTepHeTa Npu ydacTuum AETed U
TpeOyHTe ero BBIMOTHEHHUS.

e TpeOyiite or Bamero pebGeHka coONIOACHHUS BpPEMEHHBIX HOPM HaXOXKJIEHUS 3a
koMmibioTepoM. [lokaxkute pebeHky, uto Bel HaOm0Ma€TE 32 HUM HE TTOTOMY, 4TO Bam
3TO XOUYETCs, a MOTOMY 4TO BbI OecriokouTech 0 ero 0€30MacHOCTH U BCETAa TOTOBBI EMY
MIOMOYb.

e KomnbroTep ¢ nojkiatroueHueM K MHTepHeTY J0KeH HaXOAUThCs B 00LIel KOMHATe MO
IIPUCMOTPOM POAUTEIEH.

e Hcnosnp3yiiTe crienraibHbIE JETCKUE TOMCKOBBIE MAIIMHBI.

e lcnonp3yiiTe cpeacTBa OJIOKUPOBaHMS HEXENATEIbHOIO KOHTEHTAa Kak JONOJHEHHE K
CTaHJapTHOMY PoauTennbckoMy KOHTPOJIIO.

e (CoznaiiTe CeMEHWHBIN SJIEKTPOHHBIM SAMIMK, YTOOBI HE TIO3BOJUTH JIETSIM HMEThH
COOCTBEHHBIE ajipeca.

e brnokupyiite mocTyn K caiiTam ¢ OeCIJIaTHBIMM TOYTOBBIMU SIIUKAaMH C IOMOIIBIO
COOTBETCTBYIOIIETO MPOIPAMMHOI0 00eCIIeUeHusI.

e [Ilpuyuure pnereil coBeTroBaThCs C Bamm mnepex onyOnMKOBaHHMEM Kakoi-1ubo
uH(pOpMallMK CpeICTBAMU JJIEKTPOHHOW IOYTHI, YaTOB, PErMCTPAIlMOHHBIX (opM U
npoduieit.

e Hayuure aereli He 3arpy>xath (aiiibl, pOrpaMMbl WIH MY3bIKY O€3 Balllero Coryiacus.

e He pa3pemaiite qeTsSM HUCIIOIB30BATh CIY>KObI MTHOBEHHOTO OOMEHAa COOOIICHUSIMH.

e B «Oenplif» cucoK calTOB, pa3pelieHHBIX IJIsi MOCEIICHHsI, BHOCUTE TOJIBKO CaHTHI C
XOpOLIEH peryTanuen.



He 3a0b1Baiite 6ecenoBaTh ¢ 1eTbMu 00 UX ApY3bsix B IHTEepHETE, Kak eciiu Obl peub Iiia
0 JIpY3bsX B PCATbHOU KU3HH.

He nenaiite «ta®y» W3 BOIMPOCOB MOJOBOM >KU3HH, TaK Kak B VIHTepHETE NETH MOTYT
JIETKO HATKHYTHCS HAa IOPHOTPAPUIO WIIA CAUTBI «JUTSI B3POCIBIX).

[Tpuyunte Bamero pebenka cooOmarTk BaMm 0 JIFOOBIX YIpo3ax HJIM TPEBOTaX, CBA3aHHBIX
¢ HWurepneroM. OcraBaiiTech CHOKOWHBIMM W HAIlOMHHUTE JETAM, 4YTO OHHU B
0e30MacHOCTH, €CIM CaMu pacckazalli BaM O CBouX TpeBorax. lloxBamute ux u
MTOCOBETYWTE MOAOUTH €IIe pa3 B MOJOOHBIX CIIydasx.

Bo3spacr aereii ot 9 10 12 Jger

B nanHOM BO3pacTe AeTH, Kak IPaBWIO, YXKE HACHBIIIAHBI O TOM, Kakas WHMOpManus
cymectByeT B MHTepHeTe. CoBEpIICHHO HOPMAIBHO, YTO OHU XOTSAT ATO YBUIEThH, IIPOUYECTD,
yCJIBIH_IaTB. HpI/I 3TOM Hy)KHO IIOMHHUTB, 4YTO ,Z[OCTYH K HCXKCJIAaTCIIbHBIM MaTepI/IaJIaM MOXHO
JIETKO 3a0JIOKMPOBATH MPU TTOMOIIU CPEACTB PoIUTEILCKOTO KOHTPOIS.

CoBeTbl 110 0€30ITACHOCTH JJIA AeTei oT 9 1o 12 aer

CoznaiiTe cnucoK AOMAIIHMX IpaBUl MocenieHuss VHTepHeTa npu ydyacTHH JeTedl U
TpeOyHTEe ero BBHITOJTHEHHUSI.

Tpebyiite ot Bamtero peGenka cobatoaeHNs HOPM HaX0XKICHHSI 32 KOMIIbIOTEPOM.
HaOnronaiite 3a pebeHkoM mpu paboTe 3a KOMIBIOTEPOM, IMOKAKUTE €My, uTo Bbl
0€eCIIOKOUTECH 0 €ro OE30IIaCHOCTH U BCETa FTOTOBBI 0Ka3aTh €My ITOMOIIIb.

Komnelotep ¢ noaxmoueHneM B HTEpHET AOKEH HAXOAUTHCS B OOIIEN KOMHATE MOJ
IIPUCMOTPOM POAMUTEIEH.

Hcnonp3yiiTe cpenactBa OJIOKHPOBAHUS HEKENATEIBHOIO KOHTEHTA KakK JOMOJHEHHE K
CTaHJAapTHOMY POaMTENECKOMY KOHTPOJIIO.

He 3a0bIBaiiTe NpuHUMAaTh HEMOCPEACTBEHHOE yyacTHe B *KM3HM peOeHKa OecenoBarth ¢
JeTbMU 00 UX JIpy3bsx B IHTepHeTe.

Hacrausaiite, 4ToOBI 1€TH HUKOT/Ia HE COTJIAIIAIKNCH HA JIMYHbIE BCTPEUH C APY3bSIMU IO
WHTepHerTy.

[To3BomsiiTe 1eTsM 3aXOAUTh TOJIBKO HA CANTHI U3 «OEoro» CIucka, KOTOpPhIA co3naiite
BMECTE C HUMH.

[Ipuyuntre pgered HUKOTJAa HE BbIaBaTh JIMUHYIO MH(OpPMaLMIO CpeACTBAMHU
AJIIEKTPOHHOM  MOYTHl, 4YaTOB, CHCTEM MIHOBEHHOTO oOOME€Ha COOOUICHUSIMH,
pEeruCTpallMOHHBIX (OpM, JMUYHBIX MpoduiIell M NpU PErucTpalud Ha KOHKYPCHI B
WNHrepHere.

[Tpuyuute nereit He 3arpyxarb nporpammsl 6e3 Barmero paspemenus. OO0bACHUTE UM,
YTO OHHM MOTYT CIIy4alHO 3arpy3UTh BUPYCHI UM JPYroe€ HEXKEIATEIbHOE IIPOrPaMMHOE
o0ecrieueHue.

Co3pmaiite Bamemy peOeHKy OrpaHHYEHHYIO YYETHYIO 3amuch Uil paboThl Ha
KOMITBIOTEPE.

[Tpuyuute Bamero peGenka cooduars BaM 0O JIOOBIX YTpO3ax WM TPEBOIax, CBSI3aHHbBIX
¢ Uurepuerom. Hamomuute AeTsM, 4To OHU B 0€30MaCHOCTH, €CIIM CaMU paccKa3alld BaM
0 CBOMX TPEBOTAX U OMACECHMSIX.

Pacckaxure netsim o nopHorpaduu B lHTepHeTe.

HacrauBaiite Ha TOM, 4TOOBI JIeTH MPEAOCTABISUIM BaM JOCTYIl K CBOEH 3JIEKTPOHHOM
noyTe, 4ToO0bI BbI YOEIUIUCH, YTO OHU HE OOIAIOTCS ¢ HE3HAKOMIIAMH.

OObsicHUTE JETSIM, YTO HEJb3Sl MUCIOJIb30BaTh CETh JUISl XYJIUTaHCTBA, PACIPOCTPAHEHUS
CIUIETEH WIH yIPO3.

Bo3spacr aereii ot 13 10 17 aer



B »3TOM BO3pacte MNOAPOCTKH AKTHBHO WCIOJIB3YIOT IIOMCKOBBIE MAIIMHBI, IOJIb3YHOTCS
JJIEKTPOHHON MOYTOM, CIy’)k0aMH MTHOBEHHOTO OOMEHa COOOIIEHUSMH, CKauUBAKOT MY3BIKY U
¢wibMbpl. ManpunkaM B 3TOM BO3pacTe OOJbIle MO HPaBYy CMETaTh BCE OTPAHUYCHHS, OHU
KaKIYT TpyOoOro 1oMopa, a3apTHBIX MI'P, KAPTHHOK «IUIs B3POCIBIX». J[€BOUKM MPEANOUYUTAIOT
o0marecsi B darax, NP 3TOM OHH ToOpa3go Ooyiee YyBCTBUTENBHBI K CEKCYaJbHBIM
JoMorarenscTBaM B MIHTepHeTe. 3a4acTylo B JaHHOM BO3PACTE POIUTENAM YK€ BECbMA CIIOKHO
KOHTPOJIMPOBATh CBOUX JAeTeH, Tak Kak 00 VHTepHeTe OHU YK€ 3HAIOT 3HAYUTENBHO OOJbIle
cBOoUX poaurteneid. Tem He MeHee, He OTHyCKalTe JeTedl B «CBOOOJHOE IUIABaHUE» 10
Nurepnery. CrapaiiTech akTUBHO y4acTBOBaTh B 001IeHNH pedeHka B MlHTepHeTe.

BaxHo mno-npexxHemy ctporo coOuojaTth IpasBuia VHTepHET-0€30MacHOCTH - COIJIallleHUe
MEXIY POAMTEISIMA U JeTbMU. Kpome Toro, HeoOXOAMMO KaK MOXKHO 4Yalle MpOCMaTpUBaTh
OTYETHI 0 JesTenbHOCTH Aereil B MHTepHere. Cienyer oOpaTUTh BHUMaHUE Ha HEOOXOIUMOCTh
COJIEp)KaHUsl POAMTEIBCKUX TMapojiedl (maposied aJAMMHHCTPATOPOB) B CTPOTOM CEKpeTe U
00paTUTh BHUMAHHUE HA CTPOrOCTh ITUX MAPOJIEH.

CoBetbl 110 0e30macHOCTH B 3TOM Bo3pacte ot 13 10 17 ser

e (Co3paiiTe CIMCOK JOMAIIHUX IpaBWil noceuieHust IHTepHeTa npyu y4yacTUu MOJPOCTKOB
u Tpedyiite O0e3ycIOBHOTO ero BbIIOJAHEHUsA. OOrosopure ¢ peOEHKOM CIHUCOK
3aIpeneHHBIX CaTOB («UEpHBINA CITUCOK»), Yachl paboTel B IHTEpHETE, pyKOBOJCTBO O
oOuienuto B IHTepHeTe (B TOM YHCIIE B 4aTax).

e KomnbroTep ¢ noJIkIr0YeHueM K ceTH IHTepHeT T0KEeH HaXOIUThes B 00Iel KOMHATe.

e He 3a0rpiBaiiTe OecemoBaTh C AeThbMU 00 MX Jpy3bsix B MHTepHeTe, O TOM, YeM OHH
3aHSTHl TAKUM 00pa3oM, OYATO peub UAET O JIPY3bsX B pealibHOM xu3HU. CripamBaiite o
JIOASX, C KOTOPBIMH JETH OOLIAIOTCS HOCPEACTBOM CIYXKO MIHOBEHHOro OOMEHa
COOOILIEHUSAMHU, YTOOBI YOEIUTHCS, UTO 3THU JIFOAU UM 3HAKOMBI.

e lcnonp3yiiTe cpeacTBa OJIOKUPOBaHMS HEXENATEeIbHOIO KOHTEHTAa Kak JONOJHEHHE K
CTaHJapTHOMY PoauTennbckoMy KOHTPOJIIO.

e Heobxomumo 3HaTh, KakMMHM YaTamMM Mojib3ytoTcss Bamm  neru. Iloompsiite
UCIIOJIb30BaHUE MOJIEPUPYEMBIX YAaTOB M HAacTaWBaiTe, 4TOObI JETH HE OOLIAINCh B
IIPUBATHOM PEKUME.

e HacrauBaiiTe Ha TOM, 4TOOBI 1I€TU HUKOT/A HE BCTPEYAIUCH JIMYHO C APY3bSIMH U3 CETH
Nurtepner.

e [lpuyunte nereil He BbIIaBaTh CBOKO JMYHYIO MH(DOPMALUIO CPEJICTBAMU DJIEKTPOHHOM
HOYTHI, YaTOB, CUCTEM MI'HOBEHHOIO OOMEeHa COOOLICHHSMH, PETUCTPALIMOHHBIX (OpM,
JMYHBIX Mpoduieil u npu perucTpalnuy Ha KOHKypceol B IHTepHeTe.

e [lpuyunte nereil He 3arpyxarb nporpammsl 6e3 Bamero paspemenus. OObsICHUTE UM,
YTO OHU MOTYT CIIy4ailHO 3arpy3uTh BUPYCHI UJIU JIPYroe HeKeaaTeIbHOe MPOrpaMMHOE
o0ecrieueHue.

e Ilpuyunte Bamero pebenka cooOmaTs BaM O JIOOBIX yrpo3ax WM TPEBOTaxX, CBI3aHHBIX
¢ Uurepuerom. HanomauTe A€TSIM, 4TO OHU B 0€30MMaCHOCTH, €CJTM CaMHU PacCKa3ajid BaM
0 CBOMX yrpo3ax Wi TpeBorax. [loxBainuTe MX M TMOCOBETYHTE IMOJONTH €Hle pa3 B
MOJAOOHBIX CTydasx.

e Pacckaxure netsim o nopHorpaduu B Mutepuere. [Tomorute UM 3alUTUTBCA OT Cliama.
Hayunte mogpocTkoB He BbliaBaThb B VIHTEpHETE CBOErO0 pPEAJIbHOTO 3JIEKTPOHHOIO
ajpeca, HE OTBEYaTh Ha HEXelaTelbHblE IHChbMa U MCIOIb30BaTh CHENHAIbHbIE
HOYTOBBIE (PUIIBTPBHI.

e [Ipuyuute cedst 3HAKOMHUTHCS C CATaMH, KOTOPBIE MMOCENIAIOT MOAPOCTKH.

e Hayuure nerell yBakaTh APYTMX B MHTEpPHETE. Y OCAWTECHh, YTO OHU 3HAIOT O TOM, YTO
IIPABHJIa XOPOLIETO MOBEACHUS NEUCTBYIOT BE3AE — JaXE B BUPTYaJIbHOM MHPE.

e OOBsCHUTE AETSAM, YTO HU B KOEM CJIy4ae HeJb3sl MCIOJIb30BaTh CETh ISl XYJIUTaHCTBA,
pacrpoCTpaHEHUs CILUIETEH WU YIPO3 APYTUM JIIOISM.



e OO0cynuTe ¢ MOAPOCTKAMHU MPOOJIEMBI CETEBBIX a3apPTHBIX MIP M UX BO3MOXHBIN PHCK.
HanomHure, 4TO 1€TH HE MOTYT UI'PATh B 3TH UI'PHI COIVIACHO 3aKOHY.

IocTossHHO KOHTPOJIMPYiiTe Mcnob30BaHue UHTepHeTa Bammm pedenkom! 310 He
HapyUIeHHe ero JUYHOr0 MPOCTPAHCTBA, 2 Mepa MPeI0CTOPOKHOCTH U NposiBiaeHue Bameit
POAMTENbCKON OTBETCTBEHHOCTH U 3200ThI.



